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e Help other companies make data products

e Make our own data products
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Problem: Testing Machine Learning in Production

e Tools for machine learning testing in training

e Not as many tools for machine learning testing in
production

e Different tools needed because ML testing is different
from traditional software testing
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Traditional Software Has Deterministic Outcomes
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Traditional Software Has Deterministic Outcomes

ods/probe/exec-liveness.yaml Ej

apiVersion: vi
kind: Pod
metadata:
labels:
test: liveness
name: liveness-exec
spec:
containers:
- name: liveness
image: k8s.gcr.io/busybox
args:
- /bin/sh
- -C
- touch /tmp/healthy; sleep 38; rm -rf /tmp/healthy; sleep 608
livenessProbe:
exec:
command :
- cat
- /tmp/healthy
initialDelaySeconds: 5
periodSeconds: 5

kubectl describe pod liveness-exec




ML Has Probabilistic Outcomes

Dog vs Muffin given
new user input
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ML Has Probabilistic Outcomes That Change Over Time

Version 1: Muffin (59%)

Version 2: Muffin (66%)
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ML Platforms Often End at Deploy

Machine learning development: the end-to-end

cycle
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Requirements for Production ML Testing Tool

1. “Entropy”: Generation of new inputs against model
servers

2. Recording of outputs from model servers

3. Feedback loop for additional training
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Challenges for Building as a Startup

1. Need access to non-toy model servers

2. Need access to generated data for testing model servers
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Access to Non-Toy Model Servers
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Non-Toy Model Servers: Commercial Cloud Services

oogle Cloud Platfor




Commercial Image Recognition Services

e (Opaque systems

e Object and scene detection, facial recognition, facial analysis,
NSFW detection, text detection

e Facial analysis includes gender detection

TingData



GenderShades.org

Gender Shades

How well do IBM, Microsoft, and Face++ Al services guess the gender of a face?

Explore Results




Testing Commercial Systems for Gender Bias

e Testing = Finding cases where trained systems fail
e Hypothesis: Gender labels are trained on traditional images

e What if we generate “non-traditional” images?
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Training Data vs Test Data

Training Data Test Data
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A Man with Long Hair
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A Man with Long Hair
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A Man with Long Hair
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A Woman with Short Hair
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oman with Short Hair
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A Woman with Short Hair
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Woman with Long Hair

RACHEL MADDOW

General Model

Face Model

Locate faces within an image and assess gender

and age.

Face 1l

age 20-23

FEMALE

Food Model

Explicit Model

Text Model (private beta)

.87
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Woman with Long Hair

General Model +

Face Model =

Locate faces within an image and assess gender

and age.

Face 1l

age 20-23 0.87
FEMALE 1.00
Food Model +
Explicit Model +

FEMALE 1.0€
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“Facial Analysis”?

Done with the demo?
Learn more

~ Results

>

looks like a face 100 %

appears to be male 9%
age range 26 - 43 years old
smiling 68.2 %
appears to be happy 68.6 %
Uie your owin Tmage wearing glasses 99.9 %

Show more

n » Response ™




Data Generation

flickr
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Data Generation

& en.wikipedia.org/wiki/Category:Lists_of_people
W Category:Lists of people - Wikipedia

& Not logged in

Category  Talk Edit  View history reh Wiki

WIKIPEDIA Category:Lists of people

jihs Bree Rrcyclopedia From Wikipedia, the free encyclopedia

Main page These are lists of people. See also Category:People.
Contents

Featured content
Current events
Random article
Donate to Wikipedia
Wikipedia store

Also see the list of pages that are not yet included in this category &.

A Pages in this category should be moved to subcategories where applicable. This category may require frequent maintenanc|
$43 becoming too large. It should directly contain very few, if any, pages and should mainly contain subcategories.

Interaction Subcategories

Help This category has the following 37 subcategories, out of 37 total.
About Wikipedia

Community portal
Recent changes
Contact page

> Lists of people by physical attribute (2 C, 11 P)
> Lists of people by place (16 C, 84 P)
» Lists of people by activity (4 C, 58 P) » Lists of LGBT-related pe
» Lists of people by age (6 C, 9 P) + Lists of living people (11
Tools Lists of people by association (29 P) » Lists of men (5 C, 12 P) P Lists of people-related s}
What ks heve P Lists of people by belief (9 C, 21 P) » Lists of women (5 C, 68 P)
Flokthed ohangee » Lists of people by aspect of death (1 C, 10 P) N
Dpload Bo : A P Lists of North American

» Lists of people by ethnicity (26 C, 499 P)
Special pages 2
s B Lists of people by honor or award (5 G, 16 ) » Lists of award winners (12 C, 204 P) > Lists of groups with speg

\:732::’[::’0" Lists of people by ideology (37 P) B R
. » Lists of people by language (3 C, 14 P)

Prinexport » Lists of people by legal status (5 C, 32 P)

Create a book » Lists of people by magazine appearance (3 C, 115 P) c s

Download as PDF » Lists of people by marital status (1 C, 2 P) » Lists of celebrities (1 C, 60 P) Lists of survivors (13 P)

Euatie varsion Lists of people by medical condition (40 P)

Languages P Lists of people by name (6 C)

Douiaoh » Lists of people by nationality (190 C, 169 P)

Espariol » Lists of people by occupation (49 C, 102 P) E v

=

{:r::a's P Lists of people by organization (8 C, 53 P) » Lists of families (1 G, 36 P)

taliano B Liste pt pecwle iy peviod (5 G » Family trees (10 C, 207 P, 6 F)

Pycekuit

! Pages in category "Lists of people"

Tiéng Viet

mx The following 3 pages are in this category, out of 3 total. This list may not reflect recent changes (learn more).

Bible-related lists of people (25 P) P Lists of people associat

E T
» Lists of European people (52 C, 3 P) » Top people lists (5 C, 21

P Lists of victims (1 C, 7 F}

ETN T —
Open "https://en.wikipedia.org/wiki/Main_Page” in a new tab



Prototype Data
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Woman with Short Hair

Facial analysis

Get a complete analysis of facial attributes, includir

Done with the demo?
Learn more

v Results

looks like a face 99.9 %
appears to be male 772 %

age range 26 - 43 years old

not smiling 50.5 %

appears to be surprised 88.1 %
not wearing glasses 98.9 %
Show more

» Request

Choose a sample image Use your own image [
/




Woman with Short Hair

Facial analysis

Get a complete analysis of facial attributes, including co

Done with the demo?
Learn more

v Results

looks like a face
appears to be male
age range

not smiling

appears to be male

Choose a sample image Use your own image

99.9 %
772 %
26 - 43 years old

50.5 %




Man with Long Hair
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Man with Long Hair

FEMALE

ddultT U.ou
celebrity 0.50
Face Model -

Locate faces within an image and assess

gender and age.

Face 1

age 20-22

FEMALE

Nenn Tonana
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Man with Long Hair

Facial analysis

Get a complete analysis of fa

Choose a sample image

Cl

ial attriby

3, including confidence scores.

Done with the demo?
Learn more

~ Results

looks like a face
appears to be female

age range

Use your own image )
nage mu ng format and not smiling

appears to be calm
not wearing glasses

Show more

99.9 %
739 %
23 - 38 years old
99.4 %
83.6 %

99.9 %




Man with Long Hair

Facial analysis

Get a complete analysis of facial attributes, including confidence scores.

Done with the demo?
Learn more

~ Results

looks like a face

appears to be female

age range

not smiling

Show more

99.9 %
739 %
23 - 38 years old

99.4 %




Man with Makeup
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Man with Makeup

Facial analysis

Get a complete a

5, includin

Done with the demo?
Learn more

v Results

looks like a face 100 %
appears to be female 68 %

age range 23 - 38 years old

Choose a sample image

not smiling 96.7 %
not wearing glasses 99.9 %
not wearing sunglasses 99.9 %

Show more

Use your own image

» Request
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Man with Makeup

Facial analysis

Get a complete a

Choose a sample im{

5, includin

appears to be female

Done with the demo?
Learn more

v Results

looks like a face
appears to be female
age range

not smiling

not wearing glasses

68 %

» Request

100 %

68 %

23 - 38 years old
96.7 %

99.9 %

99.9 %
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Man with Makeup
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Automating Data Generation + Testing

Home

Projects [ Gender Classification Tests

female

female

female

female

female

female

male

= clarifai

male

female female

female

Delete

Delete

Delete

Delete

Delete

Delete




Automating Data Generation + Testing

female female female female Delete
female - male male Delete
female female female Delete

female Delete

female “ \ female Delete

female female Delete

female male

female female

female b female i Delete

female




Tracking Results Over Time

Home

Result

{:value=>"Female®, :confidence=>99.8526840209961}

"Female"

{:concepts=>[{:id=>"ai_cVWr8NK5", :name=>"feminine", :value=>0.59999096, :app_id=>"main"}, {iid=>"al_zgR2BBt0", :name=>"masculine",
-value=>0.4000091, :app_id=>"main"}]}

{"gender"=>"FEMALE", "gender_label"=>"female", "score*=>0,9999682}




Takeaways

e Even the best trained commercial ML systems are far
from perfect

e Systems return different results over time as new
versions get deployed

e Cumbersome & intractable to test without tools &
automation
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Scaling Data Products as a Startup

e Bootstrap servers with commercial APIs

e Bootstrap data with open web, public & synthetic
datasets

e Automation is startups’ best friend

TingData



Questions / Comments

edwin@tinydata.co
Twitter: @edwin
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