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The Reality



Security Engineers/Analysts

Are doing more work to investigate the firehose of findings

Increase in Traditional Modern New
Attack VVectors =»
Deep
Firewall laaS
fakes
Endpoint SaaS GenAl
Phishing
Increase in Network Identity

Tools =» ;



Security Engineers/Analysts

Are doing more work (queries) with the increase in data sources

Increase in Traditional Modern Upcoming
Tools =»
RO S Cloud Clast Vector
1 un aStIC
Increase in P Trail DB

Data sources =»>

Snow Data iSi
o . Vision
flake Bricks DB
|
|
Increase in Mean DR ik D2 :
. . Logs Logs '
Time to Investigate =» v



Security Engineer/Analyst

Doing more tasks with increase and complexity of investigations

Doing more communication and coordination across teams

Are able to work on only 49% of the issues assigned
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urrent Ticketing Tools

JIRA

® S | @ I Y ) # 5TV x | ! |
€ 5 C M % Kk2labs.atlassian.net/browse/STM-575 0 o @ ® . ¥ B OO Q —
HH “ Yourworkv Projectsv Filtersv Dashboardsv Teamsv Assets Appsv Q Search 9 Q O .
E Security Threat Manag... Projects | (& Security Threat Mana... /| [E] STM-575 a4 ©6 |y & oo
Service project
Rewterz - Password Spray Attack Observed by Okta 4 Actions v
Queues Threatinsight | 216.131.75.250
Details
(& Raise a request @ XL ; CG (D ana
[© Manage Labels b - No time logged
@ SiRP service raised this request via Jira Hide details y
= Assignee Usama Alam Hashmi
= Structure View request in portal . ;
Assign to me
T Backlog Prioritization Description
Reporter © sireservice
(2 Response Templates Normaltext v B I = Awv
Request participants None
® Timesheet
ist Description: This rule detects password spray attacks identified by Okta Threatinsight. i None
Password spray attacks involve attempting a few commonly used passwords against multiple
® Add-ons user accounts to gain unauthorized access. Detecting such attacks helps identify potential Priority K Major
unauthorized access attempts and can assist in enhancing security controls and mitigating
KNOWLEDGE risks. 1 Dus dote None
Severity: Low
B Knowledge base priority: Low Discover Date Dec 09, 2023
ot Remediation: <ul><li>Kindly provide the legitimacy against the mentioned activity.</li><li>If
; this IP doesn't pertain to your environment, kindly block this IP "216.131.75.250".</li> L S
li>Revert to SOC Team.</li></ul
CHANNELS & PEOPLE = A ki 2 Incident Impact None
Category: Intrusion
m Cll'\annels . Incident Category None
You're in a team-managed project . Add internal note | Reply to customer é
Give feedback Learn more Time in Status 0

Pro tip: press M to comment

—— -— _— —_— —_— — _

Projects |/ & Security Threat Mana... | STM-575

Similar requests N

Response Templates
e

Add internal note / Reply to customer / Description

Activity
Show: Comments v

Newest first 1=

. Add internal note |/ Reply to customer @

Pro tip: press M to comment

. Usama Alam Hashmi December 12, 2023 at 9:20 PM &
HI Team,
Action has been performed the mentioned IP is listed to okta block BI case may close now thanks
Edit - Delete - ©
. Usama Alam Hashmi December 9, 2023 at 11:17 PM
Dear Team,
Alert in under investigation.

Edit - Delete - ©

& @6 b < -

7.Closed ~ 4 Actions v

Details

Time tracking No time logged

Assignee . Usama Alam Hashmi
Assign to me

Reporter © srP service

Request participants None

Organizations None

Priority & Major

Due date None

Discover Date Dec 09, 2023

Labels None

Incident Impact None

Incident Category None

Time in Status 0



Current Communication Tools

<« > 0O
:0)

“ @ cloud-security-event-alerts v

#. Michelle Robleto am @iam::891377078888:root 75.45.47.31
Principal User Agent: Principal Country: !
Mozilla/5.0 (Macintosh; Intel Mac OS X United States x s AWS OpenSearch A%
& Tamir Lkhamsuren 10_15_7) AppleWebKit/537.36 (KHTML, c Okta MFA Reset or Deactivated - Severity: 3 (Medium)
like Gecko) Chrome/119.0.0.0 ) g-onsy t condition: Okta MFA Reset or Deactivated
Safari/537.36 3 clo ty ¢ Medium)
opensearch-eval Subject Resource: Subject Resource Native Type: o 3 kel o 23 or: okta-detector
prOj-aws-Scps arn @ iam::891377078888:root rootUser e !
Subject Resource Kubernetes Cluster: Subject Resource Kubernetes Namespace:
cloudsec -team Impacted File Path: eceng . tial_access,

@ secops-alerts ~

Thursday, February 1st ~
2% Ricardo Bien-Willner @@

projects

appgate-squadron Source Automation Rule: Cloud Event Alerts (CloudTrail) & secopseng-team | SOl
cdoc e € 9 trumanshow-alerts® attack.t1556.006

cloud-security

s cloud urity 1
cloud-security-event-alerts Umadeverl?asswdkecoverykeqmsted matched the following rules: ) s gws ?g:"s"r:h ADW e S

t y kta M eset or Deactivate: everity: 3 (Medium
R The AWS root user made a successful APl call Password recovery requested by root user,

secops-alerts iggered alert condition: Okta MFA
worai _ q ¢ Severity: 3 (Medium)

cloud-eng-only

v
&£
&
DMs
fa
Activity
R
More

ecurity
secopseng-team 2at detector: okta-detector
trumanshow-alerts Rule Severities: Timestamp: Channels
MEDIUM HIGH 2024-01-17T23:37:15Z t ask-exec-team
security Cloud Provider: Subscription:
ask-cloud-security AWS (891377078888)

oo @ DO W

ask-naws

ask-security

Principal Name: Principal IP: A ¢ alerts
secops-alerts et s

am @ iam::891377078888:root 75.45.47.31

team-security Principal User Agent: Principal Country:

Channais Mozilla/5.0 (Macintosh; Intel Mac OS X United States Vil
10_15_7) AppleWebKit/537.36 (KHTML,

ask-exec-team like Gecko) Chrome/119.0.0.0 eng-questions

ask-naws Safari/537.36 =)

Subject Resource: Subject Resource Native Type:

amn @ iam::891377078888:root rootUser

Subject Resource Kubernetes Cluster: Subject Resource Kubernetes Namespace:

eng-announcements Impacted File Path:

cloudsec-datainfra-collab

data-security-alerts

eng-cost-savings Source Automation Rule: Cloud Event Alerts (CloudTrail) general
eng-maintenance — ~. s

eng-questions

ext_aws Message 8 cloud-security-event-alerts

ext-aws-opensearch

+A®@@ O ¢

DD HHHEEDDH®H

flexpups




m o m meEmEEEEE

|| || || u IIIIII“IIm-mII“-““-“"-“

g e Rl
e 2% 5 n-a a-e-a-aana . a ..MJJ.J.J
e naanansadesnss Bg [Beie, e, vile e nlhe o olin 2
e man-aasnanssees ae M B
e an m-anaaa -aes ae Bl B
"I"I"I"I"I"I"I"I" "". I" IIIII III III
EEE EEE ] u u u u EEN mm-m [ | II"”I”I” ”I” ” )
B ma s E e e e ae-gen e a MHHH.H.
B m i a E - B-a - 8- B ] a8 $ e oye g g o oy
B m R 88 e e BB a-aa A -a-ae-aa T T LT T,
e i el o e e ol e T T LT T,
B R a8 -0 B - -8 a-8-a-ae-aa T T T Tl
i e e e e ol o oo e alle o"n alle 2"
ﬁHEEHﬁEEHEEEHHHHHJH""E ole o"n alle a"n"
=o' o a 2 2 50 8-aea n-a-n - -a-a-0-a-n-a-aae-a-ae T T,
e e e el e e ol ol o ol ﬁ o LT T T
. EEHEEEHEHEHHH? aa T LT
" 28 e u'n e e u n- - -2 0 e a0 B-aa-aauan Qe - M e e e
< e = o ol """""""""""" aa Y Y
o o e n-seu Ba-n e e tneaa [ A T ke o
o= el oS-SS - [ “SpS-ayy
S o e n-ananananaasaan-an y
e e ol R o8- - iy
et e ol oS-SRk .
S R

e ﬂ s
".""."".m :m“mm“muuuuuuw
N
Hﬂ.ﬂ%ﬁ%ﬂ#&#??

....????H?HE ERERHHH?

-
=T






Status Quo Problems




User Problems

Fatigue - Tedious, laborious, unsatisfying, and repetitive work

Low Retention - Less opportunities to grow and do impactful work.

Lack of Tools - Not enough tools to do investigations



Organization Problems

Risk - Higher risk of data breaches

Cost - Higher operating cost of security team

Talent - Retention and training analysts and engineers



Vicious Cycle of Security

More tools

More IOCs & Alerts

3
S
3
S
) 3

Creating more
work pre-breach

A

2

S

p

A

More Attack Vectors

Creating work
for eng/analyst
to investigate

Number of Investigations
Complexity of Investigations

More eng/analyst working on investigations

More Data breaches
$4.5M Avg. breach cost

4
4
4
4

4
.’ Creating more

4

»’  workpost-breach



Fundamental shift in
the security space



Security

Traditional > Shift

Add new detection tools for new attack vectors Human-driven investigation.

Security is no longer a tools problem, it is an investigation problem.



Customer Insights



Phase-1Key Insights

It is a well-known huge problem!

Lack of tools for pre-breach investigations.

Lack of appetite to replace vendor stack.



Phase-2 Key Insights

Lack of trust with the Al-system.

Lack of simple intuitive UX experience.

Huge time spent communicating with other teams.



Phase-3 Key Insights

In spite of adding tools, users are still overwhelmed.

Falling short of truly helping with the work.

Dont't add additional work for the user.
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Challenges in building Al
first product for security
Investigations



Building a delightful user experience
for an autonomous enterprise product



Building the user trust with Al first system



Unbundling the security investigation
from compliance



95% of iInvestigation need less than 30 days of data
Security compliance require upto 1year of data



Running investigations on
centralized vs distributed data



Fortune 500 and large enterprises run traditional
data architectures with Splunk for security as
general purpose central storage and query system



Modern cloud native and SaaS companies use
cheaper storage and query across
distributed data sources



ABOUII,
GODDAMN



Introducting DeepTrall

Don’t create work - Do the work!

DeepTrail's generative Al agents and proprietary LLMs
power security investigations by autonomously planning
and executing investigations for security teams.



Deeplrall Al-First Approach

Do the work - not just assist or create work!

Guided and explainable approach to UX/UI

LLMs learn like plans security engineer/analyst do!

Agents learn tools behavious and execute plans!



Before DeepTraill



Password Spray Attack

Payload Analysis & Plan

Initial Metadata Check

Historical Behavior Check

D W ©

IP/User Activity Check

Unique Device/User Check

)

JSON Summarizer

_
JSON Query

—
Elastic/Splunk/Snowflake

ﬁ
Okta/CloudTrail/Wiz

—
—

Stych

Summarize and create an action plan
_
Check geo location of an IP

— ~
Check past similar alerts from the same IP/User and their

investigations and their resolution - Elastic/Splunk

_
Checkthe last 7 days and current activities by IP/User -

Okta and Cloud Trail

_
Check if the device and browser fingerprint of the event

A y

matches with the user’s previous sessions

\ y




Password Spray Attack

Q9 W @ @ G

IP Reputation Check

Internal Communication

Attack Surface Check

Organization Impact Check

User Persona Check

)

AbuselPDB
ﬁ

Slack/Teams

_
(E/X)DR/Splunk/Snowflake

—
(E/X)DR/Splunk/Snowflake

—
Okta/AD

\, g

Call external API for malicious IP check -

AbuselP DB

— 1
Check with the employee if the IP belong to them or not and

find the manager of the employee

—
Check if similar alerts are fired for the other users. Is the

attack surface increasing?

_
Monitor other attacked employees and their activities and

their logins to other applications and suspicious activities
_

Check if user is CEO or engineer for different actions

\




After DeepTrall



Password Spray Attack

Engineer/Analyst

xaAfter DeepTrail - Engineer driving 3 steps

1. Review and approve the work done by agents

2. Update and steer the steps executed by agents

3. Provide data to add behaviors and envs to the LLM

Agents & LLMs

i) After DeepTrail - Gen Al doing the work

1. Autonomously start running each investigation

2. Generates code executable investigation plan

3. Provide output/reason of each step for human trust

4. Executes code plan and produces work output

5. Learn and create investigation plans like humans

6. Answer questions at each stage of investigation



| CAN’T BELIEVE
THIS IS REAL LIFE

T




DeepTrail Business Outcomes

Reducing cost of security operations
Reducing time to investigate and de-risking breaches

Increasing productivity of security engineers/analysts



Deeplrall

AI-POWERED AUTONOMOUS SECURITY INVESTIGATIONS



Deeptrall

Thank You!

Questions?

+1(404)-791-1276

mahendra@deeptrail.com




