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What is DataHub Project?

DataHub Project is an open source metadata platform that enables Data Discovery, Data
Observability, and Federated Governance on top of a high-fidelity Metadata Graph.

Acryl Data is the company advancing the DataHub Project.
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The Metadata Graph
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The Application
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The Application
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The Application
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DataHub is the #1 Open Source Metadata Platform
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What does this have to do
with the control plane of
data”

a.k.a 'Amlin the right room?”
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How We Got to Now

A Brief History of Data
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Major shifts in data over the last decade

- 2009: 487 exabytes total
- 2025: 463 exabytes per day

Data

Growth

- Unstructured/Structured
- Semi-structured

- Speed of generation
- Rate of analysis
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Data Tools in 2012
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Data Tools in 2021
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Data Tools in 2021
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What got easier?

——
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Data Storage

blob stores, stream
stores, nosql stores
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Data Movement

ELT, ETL, Reverse ETL

P

Data Querying

disaggregated compute,
federated querying,
shared nothing systems

ol

Data Visualization

self-serve Bl, notebooks



What got easier?

Orchestrators

DAGs, Tasks, Pipelines
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Transformation

SQL —» SQL + friends
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Real Time

Streaming compute,
correctness guarantees

e

Al Infra

Frameworks, Cloud-based
Al platforms, Federated
learning



What got harder?
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What got harder?

=

Data Discovery
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What problems emerged in Data Discovery”

g‘@

Physical Metadata is Crawl!-Only No approach to Manual enrichment Over-indexed on
not intuitive to Ingestion Leads to acting on changes of metadata leads to Data Warehouses
everyone Stale Metadata in metadata problems
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Solving for Data Discovery

Metadata 360

Combine technical and
business metadata

Shift Left

)

Declare & collect metadata
at the source

Active Metadata

%

Inject metadata into the
operational plane
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DataHub Architecture
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What got harder?

Data Quality
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How do we manage data quality today?

Kafka 83 (Staging) BigQuery (Clean)
& : '::GD\
®
B @ 2

Null Checks via Flink Row Count Checks via Cross-dataset SQL Anomaly Detection for
Great Expectations checks via dbt Tests unknown unknowns
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Data Quality - Broken Glass

— Data quality is checked inconsistently
across different tools

— Not sharing outputs of checks in a
uniform way

— Pipelines cannot operate on data that meets
the quality bar with confidence

7\, Acryl Data



What got harder?
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Data Management

A Acryl Data



What does it take to set up access management once?
& R

“Action": [

Attach Policy

"rds:DescribeDBInstances",
"rds:DescribeDBClusters" 5
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1

’
"Resource": "x"

Define Actions and Tags for Create and review policy in Create group and attach policy in
\attribute—based access controlj \ AWS IAM console j \ AWS IAM console j

)

( Databases \ ( | Se
e

Specify tags in database in AWS Locate or create database in AWS Create user and associate with

\ RDS console j \ RDS console j \ group j
) 4 ) 4 )

(® User: arn:aws:iam::08588124,
resource: arn:aws:rds:us-east Repeat bespoke Steps in

admin console for each tool

Specify tags for user back in AWS Test and review permissions and

\ IAM console / \ access / \ /




Data Management - Broken Glass

— Access Management

— Masking of sensitive information
— Table-based retention

— Key-based retention

— Data Locality

™\, Acryl Data



How do we solve for this?

a.k.a ‘Is this still about the control plane?”
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‘All problems in Computer Science can be
solved by another layer of indirection”




Data needs a Control Plane

Complete Visibility




Data needs a Control Plane

Logical - Physical Translation

e mamany
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Complete Visibility




Data needs a Control Plane

Logical - Physical Translation

Complete Visibility




A Control Plane

The control plane resides above the data
plane, as a separate entity, and enforces
rules for the data plane.
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Where have we seen this before?
What have we done”

What did we learn”
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ExNibit 1: The Control Plane for the Service Mesh
| Service A | | Service B | Istio
I I Centralizes definition and
application of service
—_— Envoy Proxy > Envoy Proxy —> poIiCies, discovery
) Discovery ] L Discovery ] Removes manual
Configuration Configuration SpeCification of phySiCa|

Certificates Certificates
a )

A

—

service configuration

Enables fine-grain routing,
access control in the
service data plane

Metrics

Metrics Istio Control Plane
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Exhibit 2: Infrastructure Provisioning for any Cloud

r

Configure Terraform Project

N
H!

Terraform
State File

Terraform
Configuration

~\

Review Changes

$ terraform plan

terraform will perform the
following actions..

Infrastructure Provisioning

Update State File

DATADOG
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Terraform

Centralizes definition
and application of
infrastructure policies

Removes manual
specification of physical
instance configuration

Enables fine-grain
provisioning in the
compute plane



What have we learnt from these systems?

State what you know, let the system figure out the full
plan a.k.a. what not how

Decentralization should be paired with policy as code /

configuration as code a.k.a shift left

You can get a lot done without requiring standardization
upfront a.k.a adapter pattern works

N, Acryl Data



Core Capabilities
of a Successful
Control Plane

adapted for Data
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Core Capabilities

Breadth

Integrate with
everything

Represent everything

Embrace
decentralization
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Core Capabilities

%

Low Latency

Operational use-cases
demand this

Freshness and
responsiveness
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Core Capabilities

Scale

Drivers: Breadth,
Temporality, Versioning
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Core Capabilities

Source of Truth

System of record for
logical specifications
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Core Capabilities

A Acryl Data

Q

Auditable

Why is the systemin its
current state?

Who performed what
action?
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Architecture
Slueprint

for the control plane for aata
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Solving for real-time visibility and breadth

Control Plane

Metadata Graph

Versioned Time-Oriented Change Subscription
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Data Plane JEventoriented
signal collection
b
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and more...




Solving for logical — physical translation

Control Specifications

Control Plane

Metadata Graph
State Management Versioned Time-Oriented  Change Subscription
Data Plane .
Operator db q’
@ 3 W W o
and more...
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Putting it all together

Control Specifications Unified Auditing /Alerting

! t

Control Plane

Metadata Graph
State Management Versioned Time-Oriented Change Subscription
Data Plane Events
Operator q’
P 3 N W -
and more...
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Use-Cases
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Use Case 1: Reliable Data Pipelines

Control Plane

T Report

Data

Quality
Tool

N, Acryl Data
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Evaluate

Arrival Arrival
Signal Signal
Table A Table B
Ingestion
system

Report
Quality

T

Check Quality
A+B

Airflow
Task

4

Sensor

Integrate Quality signals
across multiple tools

Intelligent computation,
triggering based on arrival



Use Case 2: Data Contract - Quality Enforcement

(~ schema: ™\
Control type: object

. . properties: [ . .
Specifications id: Unified Audit, Reporting
type: int
doc: "This is the identifier field"
tags:
=apii
quality:
- type: range
min: 1

max: 200000 :
N = All assertions have passed

¥ Syt

Control Plane

) Column species values are not null
1. Contract 3.Report )

Change Event Results Evaluations
Data

Contract
Operator

Jan 25 - Jan 25 passed O failed

Event-based
Operators

2. Initiate Monitoring
or Enforcement

Acryl Data SEIE §€




Use Case 3: Data Contract - SLA I\/Iomtormg

 Control Specifications
covered_datasets:
- id: kafka://PetDetailsEvent i .
- id: bigquery: //wh_4532/ecommerce.PetDetailsEvent ESLJt)ESC:r|t)EB't() rT]Lth|F)|EE
slas:
- updatedBy:
e actad 7 events from the
granularity: DAY Contr0| plane
Control Plane
1. Contract 4. Report Monitoring
Change Event Results

SLA
Monitoring

3. Dataset Arrival Event

2. Initiate Monitoring

£\ Acryl Data BigQuery @




Use Case 4: Data Access Management

~

( e .
Control Specifications Access Policy Plain Language
# Access Policy
o “Allow access to all

owner: infosec@company.com
match:
entity: dataset
platform:
filter:
category:
analytics
terms:
filter:
not:
inherits: classification.pii
apply:
access:
allow: ALL

Control Plane

1. Policy Change

Change Event

employees to analytical
data only if data doesn’t
have any pii elements”

- Match on metadata

graph

Management
Operator

- Custom operators

3a. Setup
Low-Level
Access

3b. Setup
tag-based
access

BigQuery @ Snowflake %‘o:g
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What other use-cases could we tackle with this arch?

4
A\
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Quite a few!

— Masking of sensitive information
— Table-based retention

— Key-based retention

— Data Locality

— AUtoETL
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Are we there yet?
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The Control Plane for Data is AImost Here

Control Specifications

Data Operations Unified Auditing /Alerting

:

Control Plane

Comi ng Metadata Store m

Soon State Management
Versioned Time-Oriented Change Subscription
In Progress
Apply Control Operations Data Plane
>
Operator @ db q @
< % 2|<>l$ “ é‘; '"'\L\
Observe and more...

*nothing is really ever ‘done’



Key Takeaways

— The Data Stack continues to be highly fragmented

— A metadata-driven control plane holds the key to bringing order to the
chaos

— Data Quality, Data Governance, Data Management can be harmonized

— We are building towards this vision collaboratively with our partners:

Help Acryl build the Control Plane for Data!
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Join the movement!

%e slack.datahubproject.io

acryldata.io/sign-up
acryldata.io/careers
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