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Background + Acknowledgements

Senior DS + ML manager at Mozilla

● Metrics, Revenue, ML/Data Products, Subscription Services
● Previously: internet health, ad tech

Thank you to the Mozilla Revenue Data Group and Xuan Luo, Arkadiusz Komarzewski

We’re hiring!

careers.mozilla.org



Product Thinking and Data

Data Product

“A product that facilitates an end goal through the use of data”
DJ Patil, Data Jujitsu: The Art of Turning Data into Product

Data as a Product

“…data teams must apply product thinking […] to the datasets that they provide; 
considering their data assets as their products and the rest of the organization’s 
data scientists, ML and data engineers as their customers.” 

Zhamak Dehghani, How to Move Beyond a Monolithic Data Lake to a 
Distributed Data Mesh



Data Products in the Wild



Data Science



Data Science



Beyond the Venn Diagram

● Data Engineers
● Analytics Engineers
● Data Analysts
● Machine Learning Engineers

Emilie Schario - Down with “Data Science” 

https://www.crowdcast.io/e/xh130x6o/24


Analytics

Insight as output

● Play the objective voice of your customers
● Metrics + measurements frame how your company views its health
● Looks like

○ Opportunity Sizing/Prototyping 
○ Experimentation
○ Impact Analyses



What is the 
secret of 
Soylent Green 
analytics?

(data) 





The General Data Privacy Regulation or GDPR is part of the privacy and human 
rights laws of the EU that set the standards of how companies collect, handle, and 
protect personal data for EU citizens.

● Users can know how their data are used, what data companies have about 
them, correct mistakes in the data, have their data deleted, and opt out 

● Companies must pay fines for non-compliance such as data breaches or lack 
of user consent

This is the first of many regulatory standards worldwide. The California Consumer 
Privacy Act is another that is US-based.



Data governance is the set of roles, policies, processes, and technologies 

that empower an organization to consistently and appropriately handle its data. 

Why is this important? It ensures compliance, security, privacy, quality, availability, 
and usability. It ultimately provides the foundation for an organization’s data 
strategy.



Case Study: Revenue Data 
Access Initiative

How do we leverage sensitive data for 
insight and understanding?



Revenue Data Threat Model

What are we making?

What threats are we concerned about?

What can we do to mitigate these 
threats?

Do these mitigations work?

Revenue data are
● important to analyze because they will allow us to 

make better choices about our business 
● sensitive because they contain confidential 

information that present risk to the business
○ Do not contain personal information

● in need of system designed to 
○ grant access to only those who need access 

to it for processing, evaluation, or 
decision-making purposes 

○ restrict access from the rest of the companyAdapted from Toreon threat modeling materials

https://www.toreon.com/


Monica Rogati’s Hierarchy of Needs



Revenue Data

● PDFs and Spreadsheets and APIs, oh my!
● Sometimes hand-curated, from non-Mozillians, mostly maintained by hand by 

non-technologists
● sensitive
● All-or-nothing access, but difficult to use
● safeguarded by the CFO herself



Revenue Data Science @ Mozilla 

Revenue Forecasting

Product Data Science for our monetizable surface areas

Data Help for Finance and Business Operations Analysts

● Methods
● Data



Given that this is what they do, what do Rev DS look like?

Data Scientist

● Tend to have advanced degrees 
(Ph.D, MS) in a STEM field 

● Advanced skills in SQL and scripting 
language (usually Python or R)

Finance/Business Analyst

● Subject matter expert
● Simple SQL skills, proficient in Excel
● Straightforward domain-relevant 

modeling

󰱥        
󰲧



Revenue Data Access Initiative

Framework

Policy

Process

Technical Infrastructure

Differential Access Implementation

Data Pipeline Migration & Improvements

Empowerment

Visualization Layer



Policy

Principles-first approach to understand who should get access to sensitive data

Spell out why you need these particular principles

Categories of Data

Framework Technical Empowerment

1 Data that are sensitive but extremely difficult or impossible to calculate sensitive quantities 

2 Data that allow someone to back-calculate sensitive quantities

3 Highly sensitive, restricted, and rarely shared data that must be kept confidential



Policy

Principles-first approach to understand who should get access to sensitive data

Role-based Access

● Permanent - you have a job at the company that requires you to deal with 
these data regularly

● Project - you’re working on a project that requires these data but this is due to 
the project and not your position

Framework Technical Empowerment



Policy

Principles-first approach to understand who should get access to sensitive data

Compliance

People with access to these data must take a test to demonstrate that they have 
read and understood the sensitive information training and sign an 
acknowledgement that they will comply 

Framework Technical Empowerment



Practical, standardized workflow to apply our policy

Request and Evaluation Flow

Process

Framework Technical Empowerment
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Process

Practical, standardized workflow to apply our policy

Auditing

● Quarterly audits on permanent access
○ Requires manager and access steward approval

● Extension evaluation for temporary access if needed for project
○ Request is evaluated by access stewards

Framework Technical Empowerment



Technical Infrastructure

Differential Access Implementation
give access to those who need it and restrict access from those who don’t 
● Leverages BigQuery’s authorized views to create differential access based on 

revenue access policy specifications

Data Pipeline Migration & Improvement
contain all of the revenue data in one place to make easier access configuration, 
more robust datasets, SRE support
● Syndication of data, new ETL, new connectors that standardize and stabilize 

pipelines

Framework Technical Empowerment



Visualization Layer

Framework Technical Empowerment



Monica Rogati’s Hierarchy of Needs



How does this tie back to data privacy? 

Domain Revenue Data Personal Data

Framework Policy based on business risk Policy based on user privacy 

Technical 
Infrastructure

Differential access, data 
warehouse

Differential access, data 
warehouse

Empowerment Insights Insights, user-facing data product 


