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Today

sections:
- "Learning how to build for privacy”

- "An architecture to shift left with data privacy"”
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The Cost of Privacy

Coordination, regulation limit

e ; Retaining data utility... Data teams carry ultimate
velocity, innovation

responsibility
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Towards privacy by design for data

Beyond privacy as an access or data sharing problem

e Explicit beats implicit data structure (data contracts)
e Shift left to encode privacy at data collection
e Privacy-transform before any ETL/ELT, retain utility.
e Purpose-binded interfaces (privacy streams)

e Make it interoperable && fast

y @STRMprivacy



STAM

e _PRIVACY ®
L ]

Data in, privacy out

1. Explicit data contracts

Define data Get privacy
contracts streams

e s 2. “Encode” privacy

— G

—  |e—— 3. Privacy-transform before
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anything else
Attach Set privacy

consent levels

4. Provide privacy streams.
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Explicit data structure

Data shape
(fields)

Privacy
implications
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"ref": {
"handle": "strmprivacy",
"name": "sample",
"version": "1.0.0"
+
"schemaRef": {
"handle": "strmprivacy",
"name": "webshop-clickstream",
"version": "4.0.4"
}!
"'state": "ACTIVE",
"isPublic": true,
"keyField": "sessionId",
"piiFields": {
"previousPage": 1,
"sessionId": 2,
"elementName": 3
}!
"validations": [
{
"field": "sessionId",
"type": "regex",
"value": "~[0-5]{4}-[5-9]1{4}$"
}
]'
"metadata": {
"title": "STRM privacy Webshop Clickstream"
}
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Data in, privacy out

1. Explicit data contracts
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Manage + integrate

0 STRM Privacy

® STRM Privacy Console X

@& console.strmprivacy.io/schem: w?is_public=false

Q) streams
2 k
Siks New Schema
@®© Exporters
& Kafka clusters

D Eventcontracts

Create new schema

Handle

Toolbox
Name

Docs

G community

Version

(major.minor.patch)

Public schema
If checked, thi
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Visibility

Advanced mode
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Demo
Visualize on real-time
privacy streams
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© k Dataton - Banco Galicia - 201¢ X -+

& kaggle.com/c/banco-gali...

Q Search

C*nity Prediction Competition

224 teams - 2 years ago
1 (1) Galici

Overview Data Code Discussion Leaderboard Rules
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Banco Galicia clickstream

Clickstream Session Data

k Dataton - Banco Galicia - 201¢ X

& kaggle.com/c/banco-gali...

1. Create a data contract
2. Data replay to simulate a stream
3. Real-time data visualization

Q Search

C*nity Prediction Competition

BRTATON

224 teams - 2 years ago
1 (1) Galici

Overview Data Code Discussion Leaderboard Rules
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https://docs.google.com/file/d/1boZ6wCT4w9UeXDxtDanJfZtSshvV9YzM/preview
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Customer use cases

- Predict on real-time anonymized streams (search, recsys) < demo
- Operational analytics in sensitive domains (e.g. mobility)
- Low-latency, high-volume external data sharing (e.g. health sensor/loT)

- Structured privacy (privacy policy ¥ data processing)
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Summary

e Insert data privacy before any downstream usage or storage.

e Encode privacy policies into data through data contracts

e Align privacy policy ¥ data processing in one go.

e Distribute purpose-driven data interfaces through privacy streams

e Allin real-time if necessary (and batch, too @)
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Data in, privacy out
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privacy age :—T - T‘%
= il
A
(wwwk\ strmprivacy.io @ W—e
O [strmprivacy conen i

Y @©@STRMprivacy

’ @STRMprivacy Various icons provided by The Noun Project


https://strmprivacy.io
https://github.com/strmprivacy

